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Abstract

The purpose of this study was to determine whether the level of
influenza in a population correlates with the number of times
that internet users access information about influenza on health-
related Web sites. We obtained Web access logs from the
Healthlink Web site. They contain information about the user
and the information the user accessed, and are maintained elec-
tronically by most Web sites, including Healthlink. We devel-
oped weekly counts of the number of accesses of selected
influenza-related articles on the Healthlink Web site and mea-
sured their correlation with traditional influenza surveillance
data from the Centers for Disease Control and Prevention
(CDC) using the cross-correlation function (CCF). We defined
timeliness as the time lag at which the correlation was a maxi-
mum. There was a moderately strong correlation between the
Sfrequency of influenza-related article accesses and the CDC'’s
traditional surveillance data, but the results on timeliness were
inconclusive. With improvements in methods for performing
spatial analysis of the data and the continuing increase in Web
searching behavior among Americans, Web article access has
the potential to become a useful data source for public health
early warning systems.
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Introduction

With ongoing awareness of the threat of bioterrorism, research-
ers are looking at a variety of ways to improve the timeliness of
detection of disease outbreaks. One such way is to use data that
are collected routinely for other purposes to determine which
types of outbreaks perturb these data and how early relative to
expected time of detection by current methods [1]. Examples of
such data include sales of over-the-counter drugs [2,3], patient
chief complaints [4,5], electronic-laboratory reporting data [6],
and telephone triage data [7]. Although Web access logs (data
recorded by a Web server about what information was accessed
and by whom) and Web queries (free-text search terms that users
type into search engines) are thought to have excellent potential
as an early signal of some disease outbreaks [8], to our knowl-
edge there have been no published studies of the potential of
such data for use in public health surveillance. The potential of
data collected by Web sites for outbreak detection is suggested
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by surveys of internet utilization. Recent reports vary on the
number of individuals that look for health information online,
however, studies estimate that anywhere from 16.1% to 40% of
Americans already look for health information online [9,10].
Surveys by the Pew Internet & American Life Project report that
the “Internet population” — defined as those Americans with on-
line access who identify themselves as computer users — has sta-
bilized at about 60% of Americans since 2001, but the number
of experienced users has grown significantly [9]. This fact sug-
gests that with time, the proportion of the sick seeking informa-
tion online can be expected to increase, possibly to high levels.

To determine the usefulness of Web access log data in detection
of outbreaks, we analyzed a year of Web access logs provided by
Healthlink, a consumer health information Web site. The Web
access logs contain both the identity of articles that persons
searching the Web retrieved and the free-text search terms that
they entered. The present study is limited to an analysis of the
articles retrieved; the results about free-text search terms will be
reported separately. Specifically, the purpose of this study was
to determine whether a correlation exists between the frequency
of access of articles on influenza-related topics and actual influ-
enza activity as measured by standard indicators, and whether
increases in the frequency of influenza-article access precede in-
creases in standard indicators of influenza activity.

Methods

Gold Standard Determination of Influenza Activity

The standard indicators of influenza activity that we used were
obtained from datasets published by the Centers for Disease
Control and Prevention (CDC). The CDC collects and makes
available data on the weekly influenza activity in the United
States during the influenza season (October through May), and
we obtained these datasets from the CDC Web site at http://
www.cdc.gov/ncidod/diseases/flu/weeklychoice. htm and used
them to create the following two gold standards for the study:

1. The weekly regional number of influenza-like-illness!
(ILI) cases from the U.S. Influenza Sentinel Physicians
Surveillance Network (the ILI gold standard)

1. The CDC defines influenza-like illness as fever
(temperature of >100°F) plus either a cough or a sore throat.



2. The weekly regional number of positive influenza tests
(the positive cultures gold standard)

Although the CDC offers the influenza surveillance data broken
down by regions of the United States, we used the national
counts because the finest grained spatial resolution achievable at
present from the Web access log data is national, as we will dis-
cuss.

Healthlink Web Logs

We obtained 12 Web access logs from Healthlink, a consumer
health information Web site developed and maintained by the
Office of Clinical Informatics at the Medical College of Wiscon-
sin as a service to their patients and community. Each Web ac-
cess log contained data for one month of the 2001 calendar year.
The number of records in each dataset ranged from 328,580 to
526,260 with a total of 4,980,990 records for 2001.

Each record in the dataset contained eight elements:

1. IP address — the IP address of the computer making the
HTTP request.

. RFC - a field that is used to identify the person request-
ing information from the Web site. (This field was null
in our Web access logs.)

. Auth- a field included to list the authenticated user, if

required for Web site access. (This field was also null in

our Web access logs.)

Timestamp — formatted as DD/Mon/YYYY HH:MM:SS

Action — the action requested by the user (e.g., request

for a specific article or for a search performed by Health-

link’s search function)

. Status —a code indicating whether the user experienced a

success, redirect, failure, or server error when they tried

to access the Web page.

Transfer Volume — this indicates how many bytes were

transferred to the user.

8. Referring URL — the URL of any Web site that led the

user to the Healthlink Web site.

When an http request is received by Healthlink (e.g., the access
of a particular article or a search of the system for a subject) the
above-listed information is recorded.

Parsing of Web Access Logs

Because the Web access logs had complex structure (see Figure
1), we developed a Perl script to parse the logs to extract the
above fields.

Removal of non-US records

Healthlink receives queries from many countries. Because influ-
enza season varies geographically (and is inverted in the south-
ern hemisphere), which would tend to cancel out any seasonal
increase, we limited the analysis to the smallest geographic area
possible which was the United States.

To remove requests made by users not in the United States, we
used GeoIP Country, an open source Perl module developed by
MaxMind™ to analyze the IP address of each record and assign
(when possible) the country of the user. We studied only those
records that GeoIP country assigned as US or did not assign to
any country. The rationale for including records to which GeoIP
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assigned no country was that the United States has 63% of all IP
addresses [12]. Only 3.3% of the records in the Web access logs
had no country assignment, so this decision likely did not change
the results.

k08.26.241.42 - - [01/Jan/2001:00:00:10 -0600] "GET
/articles916871128 htnl HTTP/1.0" 200 6921 "
http://healthlink.ncw.edu/breast-cancer/"
205.252.144.28 ~ - [01/Jans2001:00:00:13 -0600] "GET
/content/topic/Arthritis HTTP/1.1" 200 14466 °
http://search.netscape.con/search. tmpl?cp=
srpnext10&search=arthritis&jstart=21"

202.167.121.197 - - [01/Jans2001:00:00:38 -0600] “GET
/articles/901225644 html HTTP/1.1" 2060 6849 °
http://healthlink .mcw.edu/content/search.cgi?Castlena
n+disease"”

63.97.116.101 -~ - [01/Jan’2001:00:00:49 -0600] "GET
/article/954382477 html HTTP/1.0" 200 11853 "-*
208.26.241.42 - - [01/Jan/2001:00:01:37 -0600] *GET
/articles908679020 html HTTP/1.0" 200 7566 "
http://healthlink.mcw.edu/breast-cancer/"
216.166.191.181 - - [01/Jan’2001:00:01:43 -0600] "GET
/articles946490368 .hinl HTTP-1.1" 200 8418 "
http://search.netacravler.com/cravler?general=
Diarrhea+Chronicémethod=0édomainlinit=0&rpp=20&nrr=
0&t imeout =0&hpe=10&fornat =reqular&pover=0&target =
&directhit_attrib=rsérefer=related"

216.166.191.181 - - [01/Jan/2001:00:01:44 -0600] "GET
/articles946490368 .html HTTP/1.1" 200 8418 "
http://search.netacravler.con/cravler?general=
Diarrhea+Chronicémethod=0&domainLlinit=08rpp=20&nrr=
0&timeout=0&hpe=10&fornat =regularipover=0&target =
&directhit_attrib=rs&refer=related”

216.166.191.181 - - [01/Jan/2001:00:01:44 -0600] "GET
/articles946490368 .htnl HTTP-1.1" 200 8418 "
http://search.metacravler.com/cravler?general=
Diarrhea+Chronicémethod=0&domainLlimit=0&rpp=20&nrr=
0&t imeout=0&hpe=10&fornat =reqularipover=0&target =
&directhit attrib=rs&refer=related”

Figure 1 - Sample of Healthlink Web Access log data

Time Series of Accesses of Influenza-related Articles

Identification of relevant Healthlink Web articles

Author HJ reviewed the titles of all 1504 articles that were avail-
able on Healthlink during 2001 and identified 21 articles that us-
ers with influenza might consult for information about their
illness. From this set, we excluded four articles that were re-
leased in 2001 because Healthlink notifies users of the existence
of new articles by e-mail and this marketing action produces a
spike in accesses of those articles for several days after they are
released. The result of this procedure was a set of 17 influenza-
related articles that we also assigned into two groups — Diagno-
sis/Treatment (11 articles) or Prevention/Vaccination (6 articles)
— based on their content.

Development of Time Series for each article

We developed a Perl script to identify accesses of the 17 influ-
enza-related articles in the Web access logs. The script parsed
the action field of each record to obtain the article number and
then summed the accesses to produce daily access counts for
each article. We then summed the daily access counts into
weekly counts to match the weekly aggregation found in the
CDC’s influenza surveillance data.



Development of Article Total Time Series

We aggregated the weekly counts of all 17 articles to create the
Article Total time series. In like manner, we created time series
for the Diagnosis/Treatment and the Prevention/Vaccination
groups of articles.

Cross Correlation Analysis

We used the cross-correlation function (CCF) to measure the
correlation between article access counts and influenza activity
[11]. The CCF not only measures the degree of correlation but
also finds the time lag between two time series that maximizes
the correlation. This time lag has been used by researchers to
characterize the timeliness of one signal of disease activity rela-
tive to the other [7,11]. We performed the analysis for those time
periods where the Healthlink data and influenza surveillance
data overlapped:! namely, portions of the 2000-2001 and 2001-
2002 influenza seasons. In this study, a negative timeliness re-
sult means that fluctuations in the Web access data precede fluc-
tuations in the gold standard data; conversely, a positive result
means the Web access data follow the gold standard data.

Results

In 2001, the 17 influenza-related articles were accessed 10,077
times, averaging 592 times per article (max=1063, min=263).
Articles in the Diagnosis/Treatment and Prevention/Vaccination
groups were accessed 5,265 and 4,812 times, respectively.

Many (13/17) of the articles appeared to have a seasonal tempo-
ral pattern similar to the one seen in the CDC influenza surveil-
lance data. This trend is illustrated in the time series from the
following articles in the Diagnosis/Treatment group, “Kicking
the Flu” (Figure 2) and “Persistent Winter Cough” (Figure 3).
Other articles, such as “Requirements for Back-to-School Im-
munizations” from the Prevention/Vaccination group, clearly
had a temporal pattern, but it was different from the CDC data,
as it began to increase in late summer prior to the start of school
(Figure 4). Other articles (4/17) did not have a temporal pattern.

Article Accesses vs. Influenza Surveillance Data

The correlation between the Article Total time series and the ILI
gold standard was 0.78 for weeks 1 — 20 of 2001 and 0.76 for
weeks 40 — 52 (Figure 5). The timeliness of this time series was
zero for both time periods, meaning neither time series (Article
Total nor ILI gold standard) preceded the other. When com-
pared to the positive cultures gold standard the correlation was
0.67 and 0.80. Although the Article Total time series lagged
three weeks behind the positive cultures gold standard during
weeks 1-20, it preceded that gold standard by two weeks during
weeks 40-52.

The time series for the Diagnosis/Treatment group had a
stronger correlation with both gold standards than the time
series for the Prevention/Vaccination group (Table 1).

1. The CDC does not provide weekly ILI and positive
culture data for weeks 21 through 39 of the year.
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Figure 2 — ‘Kicking the Flu’ article accesses
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Figure 3 — ‘Persistent Winter Cough’ article accesses
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Figure 5. Total Article Accesses vs. ILI gold standard

When compared to the ILI gold standard, the Diagnosis/Treat-
ment group had a correlation of 0.78 and 0.76, while the Preven-
tion/Vaccination group had a correlation of 0.75 and 0.71
respectively. The correlation with the positive cultures gold
standard was 0.79 and 0.80 for the Diagnosis/Treatment group
and 0.75 and 0.72 for the Prevention/Vaccination group. Time-
liness varied between both gold standards and the different time
periods (Table 1) and did not show a consistent trend.

The article that had the best correlation during both time periods
was “Influenza,” for which the correlation with the positive cul-
tures gold standard was 0.81 and 0.83, respectively. The timeli-
est article with a correlation of 0.70 or higher was “Influenza
(Flu),” which had a correlation of 0.73 for both time periods.
Despite having the same correlation in both time periods, “Influ-
enza (Flu)” preceded the positive cultures gold standard by four
weeks during the second time period (weeks 40-52), but lagged
it by two weeks in the first time period.

Discussion

This first study of the correlation between Web access log data
and influenza surveillance data found a moderately strong corre-
lation between Web accesses and disease activity, suggesting
that there is a signal of influenza in the Web access data. The
results about timeliness were variable and we cannot draw strong
conclusions from them. Nevertheless, the fact that signal can be
discerned from analysis of just one Web site is encouraging.
This study was limited to data from a single Web site for por-
tions of two separate influenza seasons and should be repeated
using multiple complete seasons of data and other Web access
log collections such as PubMed, which differ along the dimen-
sions of size, purpose, and popularity of the Web site from the
Healthlink logs.

A key contribution of this study is that it reveals a number of is-
sues that are particular to the use of Web data in biosurveillance
that had not been identified by previous research on other types
of routinely collected data.

A key contribution of this study is that it reveals a number of is-
sues that are particular to the use of Web data in biosurveillance
that had not been identified by previous research on other types
of routinely collected data.
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First, it is difficult to assign a spatial location to the Web-site us-
er. In other surveillance data, such as retail data or clinical data,
the address of the pharmacy or hospital—or home zip code of a
patient—is available in association with the datum. For Web da-
ta, at best an IP address of the user is available (and at worst the
only IP address available is that of a search engine). Without
spatial information, the ability to detect local outbreaks is de-
graded. There are several methods available for addressing this
problem of determining locations based on IP addresses in Web
access logs. We used one of them in this study. Other methods
include open source modules for searching public databases of
IP addresses and proprietary products such as GeoLyzer from
Geobytes [13], whose application searches their own proprietary
database of IP addresses. Currently there is little data available
about which of these methods is the most reliable. Therefore,
identifying a reliable and feasible (both technically and legally)
method for determining the location of users is an important re-
search topic that should be pursued to enable the use of Web ac-
cess data for public health surveillance.

Table 1: Cross-Correlation Function Results for Diagnosis/
Treatment and Prevention/Vaccination Articles

Diagnosis Articles
Weeks Gold Standard Correlation Timeliness
1-20 Influenza-like 0.7782 3
illnesses
Positive cultures 0.7853 2
40-52 Influenza-like 0.759 0
illnesses
Positive cultures 0.795 -2
Prevention Articles
Weeks Gold Standard Correlation Timeliness
1-20 Influenza-like 0.7476 0
illnesses
Positive cultures 0.7496 -1
40-52 Influenza-like 0.7101 2
illnesses
Positive cultures 0.7155 0

Second, accidental repeated access of the same article by the
same user introduces additional false counts. Such a case might
occur if a user repeatedly selects a link to an article when the
page is slow to display in the browser. Each of these occurrences
is stored as a separate request in the Web access log and may ar-
tificially inflate article access counts, with the potential to result
subsequently in a false alarm. It may be possible to solve this
problem by ignoring multiple requests from the same IP address
with in a certain period of time (e.g., a minute or a hour).



Third, it is important to develop techniques to adjust for any
marketing or promotional activities that would create a spike in
the Web activity that we are monitoring that is not due to disease,
but could trigger a detection algorithm. There were four articles
in the selection of 21 that showed this effect and we exclude
them from the study for this reason. Such spikes may appear
when an article is first released, especially if it is promoted via
the use of an e-mail newsletter.

A final issue was the format in which the data were delivered.
The plain text, non-delimited log files were difficult to parse into
intelligible fields without error. A standard format will be need-
ed if this method is to be applied on a large scale involving mul-
tiple Web sites and search engines.

Future work will include reanalysis of the data when we obtain
Web access logs for the 2002 calendar year and the planned anal-
ysis of the correlation of queries about symptoms related to res-
piratory illness with influenza activity. The study of the queries
themselves will also be informative about whether the articles
themselves or the queries are a stronger and earlier signal of in-
fluenza activity.

Conclusion

Web site usage may provide early indication about disease out-
breaks both from the articles accessed by users and the search
queries. This study of article access data suggests that a moder-
ately strong signal of influenza activity can be found even in data
from a single Web site. The study is inconclusive about whether
the signal is earlier than conventional influenza surveillance da-
ta. With more sophisticated methods for performing spatial
analysis on the data, the use of more complete Web access data
from multiple Web sites, and continued increase in the use of the
Web by the sick, detection through monitoring of Web article ac-
- cess may become a useful public health surveillance tool.
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