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Abstract

The Virtual Patient Record (VPR), the union of all collections
of heaith relevant data that accumulates over a person’s life-
time in any institution that person has contact with, is a techni-
cal possibility in the age of networked computers(1]. This paper
investigates, under what conditions the VPR may be useful and
manageable. Quantitative considerations of the VPR for a pop-
ulation of 10 M people form the basis. Dynamic aspects of
updating and decay in value for treatment decisions are also
taken into account. The role of centralized and distributed data
stores are compared and the need for indexing is identified.
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Introduction

The vision of the Virtual Patient Record (VPR) [1] has been
with us for a while. The assumption was always that it would be
useful and usable. But is it really so, and if so, how? The fol-
lowing paper is a contribution to the discussion of these issues.

A Hypothetical Model of the VPR

In the following a number of assumptions are made on the qual-
itative and quantitative characteristics of an individual VPR and
those of an aggregate of such records that serves a population of
10 million people. For the purpose of this discussion the virtual
record is defined as that set of data that has been completed at a
given point in time. This would include all completed “con-
tacts”, e.g., the last x-ray investigation complete with report, the
last consultation report, but would exclude a set of lab investi-
gations that has not been confirmed yet. In a sense the perspec-
tive of a user that accesses the VPR like one would access the
conventional patient record, a file that includes all completed
investigations at that point in time, is adopted.
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Qualitative Data Composition

Qualitatively one can assume that the VPR will be a multime-
dial record including much of the contents of the conventional
record plus electronic components. This discussion covers only
the electronic data component which will increase over time
and may eventually dominate. This will consist of formatted
data stored in relational data base fashion. Other objects will
include free text, either dictated or synthesized from formatted
data, or from the automated interpretation of biosignal tracings
and images. The extraction of text from paper documents
through OCR technology may add to the volume of electroni-
cally stored text over time, as well as to the volume of formatted
data. Biosignal tracings and images will be incorporated as such
and may include sounds, document images, etc.

Quantitative Data Composition ‘

The quantitative estimates used here rely on analyses from
Europe and North America (compare, e.g., [2-4]), and unpub-
lished observations of the author. The numbers are considerate
estimates attempting to characterize a complex situation and do
a multitude of factors justice. They should be thought of as
averages of heavily skewed frequency distributions with a
modus below the average. We also distinguish three care levels:
normal health, acute care, and maximal or chronic care. For our
discussion, we assume the characteristics given in Table 1 for
the corresponding populations. The institutions include physi-
cians, dentists, pharmacies, labs, and potentially schools,
employers, etc., in the population with normal health, and hos-
pital departments, such as laboratory, imaging, etc., in the other
care categories. It is assumed that each of these institutions
store 2KB of demographic data on each person. The storage of
10, 200 and 300 KB of other formatted data is assumed in 60

50 and 80% of institutions for the three care levels respectively.
The storage of a text data volume of 25, 100 and 300KB of text
is assumed in each institution for the three care levels. The aver-
ages given for images and biosignal tracings, on the other hand
are assumed for all institutions. Overall, our assumptions are
conservative.
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Table 1 - Data Characteristics of Persons in Normal Health,
Acute Care and Maximal/Chronic care

Table 3 - Average data volume in population of 10 Million in

Normal Acute Care | Max./Chron.
Health ~ Care
Age 35 55 © 65
Number of 10 25 40
Institutions
Formatted 2KB 2KB 2KB
demogr.
Formatted 10KB 200KB 300KB
other
Text Data 25KB 100KB 300KB
Images 12 images 40 images 100 images
& Tracings 0 tracings 20 tracings 100 tracings

Table 2 - Average data volume per person in normal health,
acute care and maximal/chronic care

Normal Acute Maxi-
Health Care mal/
Chroni
¢ Care
MB % MB % MB %
Format- 0.08 3 2.55 17 9.68 19
ted Data
Text 0.25 9 2.50 17 12.00 23
Images 2.40 | 88 10.00 66 | 30.00 58
Total 273 | 100 15.05| 100} 51.68| 100

Our assumptions translate into the total data volumes for each
care level shown in table 2. For individuals in normal health, an
average data volume of 2.73 MB results, almost 90% of which
are image data. In acute care individuals, the total volume
increases about five fold, and the relative contribution of for-
matted and text data increases to almost 35%. This trend contin-
ues in maximal/chronic care, the total volume being almost 20
times that of normal health, and formatted and text data contrib-
uting just above 40%. Because of the skewed distributions char-
acterizing such data, one has to assume that the extremes lie in
the order of 10 to 100 fold these averages. This volume is easily
accommodated by networked computers. It may, however, be a
challenge for patient carried devices. the

Next we upscale these data for a population of 10 million,
assuming that we are converting to the VPR at a given point in
time. The situation will then represent a snap shot of

morbidity pattern at that time, for which we assume that 80% of
the population are characterized by data patterns consistent with
normal health, and 15 % and 5% respectively by those of acute
care and maximal/chronic care. The resulting data volume is 70
TB (Tera Bytes), of which about one third is contributed by
each of the distinguished care categories. Eventually, as the sys-

Tera Bytes (TB)
Normal | Acute | Maximal/ Total
Health Care Chronic
Care
Percent of 80% 15% 5%
population
Formatted 0.64 3.83 484 9.31
Data
Text 2.00 375 6.00 11.75
Images 19.20 15.00 15.00 49.20
Total TB 21.84 22.58 25.84 70.26
% of Total 31% 32% 37% 100%
. Table 4 - Total data volume with increasing maturity of elec-
tronic patient record
Stage Initial Inter- Late
mediate
Care Categories:

Normal Health 80% 60% 40%
Acute Care 15% 30% 30%
Max./Chron. Care 5% 10% 30%

Total Data (TB) 70 113 175

tem reaches maturity, more people will have experienced bouts
of acute care or maximal care. The population will have aged
and more people will be treated chronically. The number of
institutions that store data electronically and the amount of data
per person will also likely have increased. For our discussion
we look at three stages: the “initial stage” with the distribution
of care categories assumed so far (80:15:5%), an “intermediate
stage”, with a distribution of 60:30:10%, and a “late stage” with
40:30:30% (see Table 4). The late stage is included in order to
explore extremes. Even under these extreme assumptions the
total data volume increases only by a factor of 2.5 to 175 TB.
Again, this data volume is no challenge for networked comput-
ers, and could even be accommodated in one dedicated institu-
tion.

Dynamic Considerations

VPR Updates

Let us next take a look at the dynamic aspects of updating and
retrieving data from this hypothetical virtual medical record of a
population of ten million people. We equate “update” with
“contact”. This leads to a low estimate, and the number of
updates of the data base in a single transaction oriented infor-
mation system contributing to the VPR is many orders of mag-
nitude higher. But the estimate is consistent with our external
user view of the VPR.

In Table 5, we assume five contacts/updates per year for people
in normal health, ten for those in acute care, and fifty for those
in maximal/chronic care. If these estimates are not spread as
widely as one might expect, it is due to the consideration that
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Table 5 - Updates in Population of 10 Million Table 6 - Decay of Data Value
(Assumed Data Half Life 3months)
Initial |Inter-mediate| Late
Stage:
Care Contacts | Updates per year
Level Initial Total volume 70TB
Health 5 40x10° 30x105 | 20.x106 Av.Age | % Useful MB
5 30 66.7572
Acute 10 15x108 30x106 | 30x10°
N 5 < z : 2 40 273,437.5000
ax.
Chron 25x10 50x10 150x10 1 30 4,375,000.0000
Total/yr. 80x106 110x108 | 200x105 Total MB 4,648,504.26
% useful 6.6407
contacts in normal health include visits to the optometrist, etc., Intermediate | Total volume 113TB
while maximal care takes place in intensive care institutions, o
where updates can be accomplished with major chunks of data Av. Age % Useful MB
for comprehensive ireatment episodes. The same category 10 50 0.0001
includes chronic care with long episodes of relatively low data 5 30 66.7572
activity. Ac.cordmg.ly, we arrive at 80 to 200 million updates per 5 30 273.437.5000
year, an unimpressive figure. .
. Total MB 273,504.26
Decay of Data Value %% usful 0.2430
The value of data determines whether it is worth to store, access o use ’
and retrieve it. The value is specific to an information purpose Late Total volume 175TB
and decreases with time. For treatment decisions, the value of Av. Age % Useful MB
medical data decays rather rapidly. This is obvious if one con-
. f 30 60 0.0000
siders the mechanisms that govern many data, such as serum
electrolytes, blood pressure, the demonstration of an ulcer on a 15 30 0.0000
radiograph. Rapid decay is also demonstrable from access rates 3 10 17,089.8438
tq archi\./a} data [5']. Sinc'e patient care purposes are very Total MB 17,089.84
diverse, it is not easily predictable what data might be of value
in the future. Although few actual measurements exist, one can % useful 0.0098

probably assume that the average half life of medical data is less
than three months for treatment decisions. For other purposes,
particularly research, the half life is much longer. Due to the
low basic data quality, in particular the lack of completeness of
routine data, however, the value of the bulk of medical data for
research is extremely low to begin with.

Table 6 gives an overview of the decay we can expect under the
conditions considered so far. For the initial stage of the virtual
record it is assumed that the data collection is relatively young,
For thirty, forty and thirty percent of the data an average age of
5,2 and 1 years are assumed respectively. A half life of three
months leads to a residual mass of data that is valuable for treat-
ment decisions in the order of 4.6 TB, or 6.6% of the total of 70
TB. For the intermediate and late stages, an increasing age of
the data is taken into consideration. As a consequence, residual
volume of valuable data decreases to 0.24%, and then to less
than 0.01%! T '

For our purposes the absolute magnitude is considerably less
important than the insight into the dynamics: while data accu-
mulate gradually to an appreciable but manageable level, their
value decreases drastically. This may raise the question of
whether it is worth storing the data in the first place over such
time. But it also points to a potentially more serious problem:
finding relevant data will amount to searching for the proverbial
needle in the haystack, unless proper precautions are taken.

Potential Solutions

If the total volume of data of the VPR is less of a problem than
the relative scarcity of useful data contained in it, our aim
should be to:

1. increase or preserve the value of the data, or .
2. improve the accessibility of data that are of value.

Since the purposes in patient care are as varied and diverse as
health problems it is difficult to select or abstract data so that
their value for patient care is preserved, let alone increased. But
it would make sense to increase the value of data for other pur-
poses, such as research. This could be accomplished by increas-
ing the completeness and accuracy of data, e.g. by archiving
original recorded data, such as lab measurements, biosignals,
and images. This, however, runs contrary to the second solution
principle, that of improving data accessibility.

In treatment support, data are usuvally accessed using guidance
from simple structures, such as time and source within a per-
son’s record. Most research requires access across persons. This
could be improved by the selection of summary data through
abstraction or indexes. Both approaches are closely related
since abstracted data could serve as index. Since there is a lim-
ited capacity for human abstracting, automated means for high
quality abstracting and indexing are crucial. In the final section
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we therefore investigate the potential contributions of central
versus distributed data stores, and human versus automated
indexing to a solution.

Central Stores

Central stores of data are a fashion revived in the Nineties under
the label of data warchousing [6]. It is defined as the enterprise
wide subject-oriented, integrated collection of time invariant,
and non-volatile data resources [6]. Attractive features of this
approach are the potential for a central, well organized data
repository that is administered consistently and available to
anyone with a legitimate need. The legitimization, data security,
and confidentiality could be enforced uniformly, and automated
indexing applied consistently, e.g. at discrete update intervals,
to the entire collection.

Even if one takes into consideration that the central storage
requirements will be a duplication, or more likely a manifold of
the distributed storage requirements, in order to accommodate
backup, security copies, and software required for the manage-
ment of the data collection, the storage capacity is not an issue
within current technical capabilities. This means that the ware-
house approach could be considered provided that access to the
data can be accomplished, and that non-technical issues do not
prevail.

However, ethical and political issues are likely to be important
detractors from the idea of a centrally administered store of all
detailed medical data on every person. It is also likely that the
reliable realization of the advantageous features of the data
warehouse would lead to a massive administration. Many
forces, e.g., economical, administrative, compatibility issues,
etc., could combine to result in a technologically sub-optimal
solution in such an administration. There is also always a dan-
ger that data of such a central administration are usurped for
purposes that are not legitimate, let alone ethical. But even apart
from the danger of technical inappropriateness and uncertain
long term reliability of such an apparatus, it is questionable
whether such a massive effort makes economic sense, given the
low data value for treatment decisions and research.

Distributed Stores

Distributed stores already exist in the form of the institutions
contributing to the VPR. Much administrative overhead and
multiplication of storage requirements could be avoided if it
was possible to use these existing stores as such as the VPR.
This would require that data security, protection of privacy, and
access to needed information be provided reliably on such
basis. Data security is not a new issue for participating institu-
tions and would have to be assured regardless. Protection of pri-
vacy is - if not a new - at least an augmented issue since access
to data would have to be provided outside the institution proper,
and such aspects as ascertaining legitimization of requests and
requesters would take on a different magnitude. In addition, the
privacy issue becomes more complex because not only is the
privacy of the patient at stake but also the provider’s. Also, the
linking of classes of users to privileges pertaining to classes of
data does not really suffice and should be complemented by
access privileges specific to a purpose of an information
request. This is where guarding of privacy merges with provi-

sion of access since one mechanism is essentially the comple-
ment of the other; if we are able to provide access for legitimate
purposes, we are also able to deny access for illegitimate ones.

The provision of access itself may however turn out to be the
most elusive problem. Differences in information models pose
greater problems than differences in data formats. Data
exchange between heterogeneous systems through standards
like HL7 is a great accomplishment for objects defined at the
field level, as in relational data bases. It does not go far enough
for complex data like texts, biosignal tracings or images. It does
not cover the purpose of a data request. Abstracting (or index-
ing) mechanisms would thus be required to mediate and there-
fore become crucial components of the VPR and shall be
examined next.

Human Indexing

Indexing, the identification of important aspects of the medical
record by mapping to a classification such as ICD is standard in
hospitals. It is complemented by a routine activity of many fam-
ily physicians, not usually considered abstracting: the extraction
of “important” data from external documents such as consulta-
tion reports for inclusion in the record. This leads to informa-
tion concentration of through selection by highly skilled
intelligence. It is a model for a condensed summary record that
could serve to provide pointers to more complete stores of orig-
inal data. It could provide the basis for supporting family physi-
cians in a gatekeeper role with control over contents of, and
perhaps even access to, the VPR. Since this might exceed the
capacity of the family physician, other professionals, e.g.,
health informaticians could be assigned this role.

Automated Indexing

Automated indexing is the analogous extraction of meaning
from medical documents. It is accomplished by mechanisms
such as the automated classification of biosignals or images, by
free text analysis, or the mapping of free text to defined classifi-
cations, and also by the synthesis of features recorded in a rela-
tional database into reports or abstracts. The problem is not one
of basic feasibility but rather of the large diversity of
approaches that can, or have to, be applied to the diversity of
medical data. We are currently exploring the potential contribu-
tion of statistical approaches to document indexing in this con-
text [7] because it could be applied uniformly to free text —
regardless of whether it is composed by humans, e.g., through
dictation or generated by automated interpretation of human
observations or recorded biosignals and images. It could there-
fore serve as a standard approach to comprehensively cover a
large part and important aspects of the VPR. It could thus com-
plement the human abstracting.

Conclusions

VPRs as data collections are feasible. But that does not make
them useful. The ability to access specific data is more of an
issue than storage capacity. Non-technical issues are of greater
concern than technical ones. The appropriate combination of
central and distributed stores with automated and human index-
ing, and human gate keepers may provide a solution. A central
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store could serve as archive for research of all anonymised orig-
inal measurements, e.g., data from labs, electro-physiology and
imaging. This data could serve as backup for patient care in the
rare instances it is needed. In such cases, the data could be
linked to a patient identity contingent on a protocol, e.g., con-
tingent on patient care need and patient consent. The central
stores could use automated abstracting and indexing mecha-
nisms to provide pointers to the contents of the data. These
pointers could improve the value of the stored data for research
and management. Routine patient care could use shorter term
stores with data abstracted by human gate keepers, such as fam-
ily physicians or health information professionals.
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