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Abstract

Healthcare providers often face the challenge of integrating
diverse and geographically disparate IT systems to respond to
changing requirements and to exploit the capabilities of mod-
ern technologies. Hence, systems evolution, through modifica-
tion and extension of the existing IT infrastructure, becomes a
necessity. This paper assumes a healthcare systems evolution
towards a service-oriented architecture (SOA) and places
emphasis on the development of an appropriate authorization
model and mechanism that ensures authorized access to inte-
grated patient information through web service invocations.
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Introduction

Healthcare delivery is undergoing radical change in an attempt
to meet increasing demands in the face of rising costs. In this
context, healthcare providers adopt new ways of delivering
healthcare involving a major shift to information systems that
enable authorized access to integrated patient information any-
time, anywhere [7,9]. Thus, healthcare providers are faced
with the challenge to safeguard their significant past invest-
ments in the development of large and complex information
systems by modifying and extending them in response to
changing requirements in addition to capitalizing on modern
technologies [8]. To this end, a systems evolution process is
often designed and implemented with the objective to achieve
interoperability among diverse systems that may have been
developed at different times and with different technologies.
Such evolutionary processes are operating on legacy systems,
are directed toward long-term user needs and are usually con-
ducted in an iterative and incremental manner [7,10].

Contemporary system evolution processes are increasingly
directed towards Service-Oriented Architectures (SOA) since
such system architectures are thought to maximize IT support
to business processes that are subject to constant change in
response to a changing environment. In this respect, SOA al-
lows users to rapidly build, reuse and reconfigure business
processes as healthcare priorities, regulatory requirements or
environmental conditions change [6,10]. Hence, it responds to
the need of exchanging medical information between diverse

systems on the web and can form an ideal architectural basis
for evolving legacy healthcare systems [7,8].

In most cases, a SOA is not built from scratch but rather the
functionality of legacy systems and their components are being
wrapped to web service interfaces. Thus, as contemporary
SOA is intrinsically reliant on web services, an evolution
process towards developing a SOA often uses the transforma-
tion of legacy systems into web services as the first step. The
SOA architecture assumed in this paper, as part of an evolu-
tion process, is based on an ESB/BPEL software infrastructure
that enables legacy systems to be synthesized so that they
serve as a unified whole. Hence, uniting legacy systems into
healthcare processes involves exposing each system as a web
service and, then, using BPEL to combine the web services
into healthcare processes.

When the healthcare system envisaged as a result of an evolu-
tion process is SOA-based, developers are faced with the chal-
lenge not only to ensure that the evolved system supports the
delivery of healthcare services within and across organiza-
tional boundaries but also to meet global security requirements
that were not applicable when disparate systems were in place.
Thus, developers are called upon to ensure that component
sub-systems constituting a SOA can interact and exchange
information subject to an appropriate level of privacy and dis-
closure regulations based on state of the art practices for ac-
cess control [1].

This paper presents a security framework that addresses the
authorization and access control issues arisen in an interoper-
able healthcare system that accrues from the evolution of leg-
acy healthcare systems into a SOA-based system. The need to
also evolve security has led to the development of a context-
aware authorization model which is based on the role-based
access control (RBAC) paradigm. This model is then used in a
prototype interoperable, SOA-based healthcare system that has
resulted from an evolution process to enable authorized access
to integrated patient information during the execution of
healthcare processes.

Motivating scenario

The basic motivation for this research stems from our in-
volvement in a recent project concerned with defining a proto-
type SOA-based system architecture by evolving legacy
healthcare applications. To illustrate the security aspects of the
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adopted approach to systems evolution, a sample evolution
project is described which is concerned with patient referrals
among healthcare providers within the boundaries of a health
district.
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Figure 1- A high-level view of the healthcare process con-
cerned with radiology orders.

The sample process considered here is concerned with patient
referrals to a radiology department of a hospital. Suppose a
healthcare delivery situation where a physician situated within
a health district issues a radiological request for one of his/her
patients. The request is submitted to a radiology department of
a hospital which schedules the radiological procedure re-
quested and notifies the requesting physician on the date and
time scheduled. After performing the radiological procedure
requested, the radiologist consults the relevant portion of the
patient’s record and writes a radiological report, incorporating
both the radiological images and the associated text, which is
sent to the requesting physician. Figure 1 shows a high-level
view of the radiological process considered. This process con-
sists of three composite tasks: IssueRadRequest, IssueRadRe-
port and ReceiveRadReport.

A SOA-based evolution

The sample process described above involves two separate
legacy healthcare systems which, in general, are based on dif-
ferent technologies:

e Radiology Information System (RIS): A system that
manages radiological requests and produces radiologi-
cal reports.

o Electronic Medical Record (EMR): A system where pa-
tient data is stored and managed.

To protect healthcare providers’ investments, these legacy
systems can become component applications of a loosely-
coupled interoperable system (i.e. the system resulted from the
evolution process). With regard to the sample healthcare proc-
ess of Figure 1, all or parts of these legacy systems can be ex-
pressed as orchestrated web services (consisted of intercon-
nected tasks) and the whole system can be a SOA implementa-
tion on an ESB/BPEL software infrastructure [4]. For exam-
ple, the EMR system above may be converted into a number of
web services and each web service may consist of a number of
interconnected tasks. A detailed description of the system evo-
lution approach adopted (including technical and operational
requirements) is presented elsewhere.

To benefit from the advantages of SOA, the composition of
two or more web services is implemented using BPEL which

requires sophisticated solutions for securing web services [6].
Such an implementation may pose security problems not en-
countered in traditional, not SOA-based, systems. In particu-
lar, the authorization to execute a web service task built-in a
SOA needs to be externalized and this authorization may be
subject to certain contextual constraints that are extracted and
evaluated from every request and for every application of the
system [5].

An authorization perspective

Typically, role-based authorizations with regard to web service
tasks and related data accesses are specified when the SOA is
designed and the exact user-to-role and role-to-permission
assignment relationships are decided. Context-aware authori-
zations are intended to provide more flexibility by taking con-
text into account when deciding on the permission(s) that
should be granted to users at run time [2,7]. Hence, these au-
thorizations are bound to specific web service invocations and
incorporate such constraints as those based on the data con-
tent, the user identity, the valid time and the location of at-
tempted web service task accesses.

Table I - Extract of authorization requirements for the health-
care process of Figure 1

1 | PHs may issue requests for radiological procedures on
their patients. (IssueRadRequest)

2 | RDs may issue radiological reports for patients on re-
quest by PHs. (IssueRadReport)

3 | PHs may receive patient radiological reports issued by
RDs only if requested by them. (ReceiveRadReport)

From a role-based authorization perspective, the healthcare
process of Figure 1 involves two roles: the role of the physi-
cian (PH) and the role of the radiologist (RD). An extract of
the authorization requirements regarding web service task exe-
cution and related data access privileges assigned to these
roles is shown in Table 1. It is seen that the tasks “Issu-
eRadRequest” and “ReceiveRadReport” can be executed by a
user holding the role PH and the task “IssueRadReport” can be
executed by a user holding the role RD. Also, during the exe-
cution of these tasks the users holding the roles PH and RD
can have certain access rights on relevant data objects. In addi-
tion, the healthcare process of Figure 1 surfaces some addi-
tional requirements with regard web service invocations and
associated task execution involved in data accesses. These
requirements include the following:

e Data content — Some role holders should be allowed to
exercise a set of permissions on web service invoca-
tions and task executions that result in accessing certain
data objects only. For example, a physician is allowed
to invoke the relevant web service and execute the “Is-
sueRadRequest” task for reading patient records and is-
suing (write, edit and send) radiological requests only
for his/her patients.
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e Permission propagation — Some role holders should
receive additional permissions on web service invoca-
tions and task executions that result in accessing certain
data objects in order to effectively execute a task but
these permissions should cease holding upon successful
execution of the task. For example, for an effective ex-
ecution of the “IssueRadReport” task with regard to a
patient, in response to a request submitted by a physi-
cian, a radiologist should receive the permission to ac-
cess the relevant web service and read a relevant por-
tion of the patient’s record but he/she should not be al-
lowed to retain this permission after successful task ex-
ecution. Thus, the permission for reading the patient’s
record, held by the patient’s physician, is passed on to
the radiologist who performs the radiological procedure
requested for as long as is required to complete the ex-
ecution of the relevant task.

e Restricted task execution — In certain circumstances
the candidates for a web service invocation and associ-
ated task executions should be dynamically determined
and be either a sub-group of the authorized users or
only one, specific authorized user. For example, if the
radiological procedure requested by the patient’s phy-
sician is an MRI, then the radiologist who is allowed to
perform it, and the one who can execute the “Issu-
eRadReport” task, is among the radiologists holding
the relevant sub-specialty. Also, the radiological report
issued by the radiologist can only be read by the re-
questing physician who is allowed to execute the “Re-
ceiveRadReport” task.

The authorization requirements of Table 1 suggest that per-
missions on web service invocations and task executions that
result in certain data accesses depend on the process context.
In particular, contextual information available at access time,
like temporal, location or user/patient relationship or us-
er/medical specialty relationship, can influence the authoriza-
tion decision that allows a user to invoke a web service and
perform a task.

Authorization model

Within a SOA resulting from an evolution of legacy systems
there is a need to address authorization globally, while incor-
porating component system authorization policies in order to
enforce the least privilege principle [2]. In turn, this requires
ensuring that access permissions with regard to web services
and associated tasks are only awarded dynamically, thus al-
lowing users to assume the absolute minimum role required for
web service invocations and task executions. Hence, there is a
need to enforce context-aware authorization constraints re-
garding web service invocations and associated task execu-
tions that result in accesses to patient information.

The context

From a SOA authorization perspective, context can be defined
as any information which is available at run time and is con-
sidered relevant to web service invocations and associated task

executions that result in data accesses [5]. Thus, every SOA-
based system may be assumed to be associated with a context
which is defined as an evaluation of a set of pre-specified,
domain-dependent and domain-independent context types.
Domain-dependent context types are those related to the sub-
jects and objects involved in the particular healthcare process
under study as well as the relationships between subjects and
objects (e.g. user and patient as well as the “proximity” rela-
tionship between them) while domain-independent context
types are those related to the environment (e.g. time and loca-
tion).

In a typical RBAC environment, roles are often defined as
named collections of capabilities and privileges intended to
perform healthcare functions [2]. In our context, roles are di-
vided into two main classes: strong and weak. Strong roles
correspond to existing organizational structures and define the
division of work and the lines of authority based on job func-
tions and seniority (e.g. “physician” and “radiologist”). On the
other hand, weak roles are derived from strong roles and are
subject to domain-dependent contextual constraints (e.g. “at-
tending physician” and “attending radiologist”). For example,
a radiologist can only assume the weak role “attending radi-
ologist” when a physician has issued a request for performing
a radiological procedure on one of his/her patients and the
particular radiologist is assigned or chooses to respond to the
request.

To alleviate users from the burden to change roles at run time,
as required by access needs and the current work context, and
to reduce the administrative overhead imposed, a rule-based
approach should be adopted that enables automatic role
changes (e.g. from strong to weak and vice versa) on the oc-
currences of specific events which are termed “role change
events”. These events occur when a web service invocation is
initiated (initiation events) and result in granting the appropri-
ate weak role to the current user; they terminate when the web
service invocation is terminated (termination events) and result
in revoking the current user’s weak role. To achieve role
changes, event occurrences automatically trigger the process-
ing of relevant rules defined in the event-condition-action
(ECA) format [3]. Hence, role change rules can be described
as follows:

Definition (Role change). A role change is a 4-tuple (u, 1, 1,
ey) stating that a user u holding the role r; receives the role r;
on the occurrence of the event ey.

Authorization rules

To reduce the complexity of the authorization model, only
positive authorizations are considered, so no explicit authori-
zation conflicts occur. The dynamic authorization model pro-
posed here extends the classic role-based access control
(RBAC) for SOA-based authorization, while retaining its ad-
vantages, in that it addresses the issue of dynamically changing
user roles at run time based on event occurrences. Hence, web
service invocation and task execution authorization rules can
be described as follows:

Definition (web service invocation). A role-based authoriza-
tion for web service invocation is a 4-tuple (r, “invoke”, WS,
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{px}) stating that a user holding the role r is allowed to invoke
web service WS subject to contextual constraints {py}.

Definition (web service task execution). Given an authoriza-
tion for invoking web service WS by a user holding the role r,
a role-based authorization for web service task execution is a
S-tuple (r, “execute”, WS, T, {pi}) stating that a user holding
the role r is allowed to execute task T of web service WS sub-
ject to contextual constraints {py}.

Such authorization rules contain both domain-dependent and
domain-independent contextual constraints. For example, on
an attempt to invoke a web service, the contextual constraints
are evaluated and applied in order to restrain accordingly the
permissible actions of a user.

SOA authorization system

In a SOA environment, a typical authorization architecture
involves a subject (e.g. a user) which wants to access an object
(e.g. a service). The authorization architecture takes care of
requesting authorization decisions and enforces them. To this
end, it has to intercept user requests asking whether the user is
authorized based on an evaluation of the applicable policies
and building the authorization decision (deny/permit) upon
that.

A SOA-based system accrued from rendering legacy systems
interoperable should not violate any security enforced in these
systems but it can itself enforce additional security. Hence, an
implementation of a centralized authorization architecture can
be made with due regard to the security policies that have been
incorporated into the legacy systems.

SOA Authorization Mechanism
Event Monitor
Context Manager

Rule Engine

Authorization Base

Figure 2- Authorization system architecture

Based on the authorization model defined above, an experi-
mental SOA authorization system has been designed and im-
plemented. This system enforces role-based authorizations that
determine who (in terms of role) can invoke which web ser-
vices, and can execute which web service tasks, and under
what conditions. As shown in Figure 2, the architecture of the
prototype authorization system consists of the following main
components: the authorization base, the event monitor, the rule
engine, the context manager and the authorization mechanism.
The authorization base records all the elements of the model.
The event monitor manages generated events and keeps track
of the events that have already occurred in a healthcare proc-
ess. The rule engine ensures that the rules set about invoking
web services and executing web service tasks are enforced.

The context manager collects the context information used in
making access control decisions. The SOA authorization me-
chanism maintains user information and intercepts user re-
quests (web service invocation or task execution) asking
whether the user is authorized based on an evaluation of the
applicable policies and building the authorization decision
(deny/permit) upon that subject to contextual constraints.

A. Authorization base

The authorization base records users, roles (strong and weak),
web services and permissions as well as user-to-role and role-
to-permission assignments. Role-based authorizations are
stored in the form of authorization rules with regard to web
service invocations and web service task executions, most of
which have been converted from legacy system authorizations
to retain alignment between old and new system authoriza-
tions. Hence, source system security is conveyed. In addition,
the authorization base contains role change event occurrences
as well as the contextual constraints defined.

B. Event monitor

The event monitor records event occurrences into the authori-
zation base and passes the event occurrence data to the rule
engine that triggers the appropriate rule (e.g. for weak role
granting/revocation). The event monitor is informed on event
occurrences when a user attempts to initiate or terminate a web
service invocation.

C. Rule engine

The rule engine stores weak role granting and revocation rules
in ECA format, determines the appropriate rule when informa-
tion on the occurrence of an event is received from the event
monitor and triggers the weak role granting (revocation) action
when the condition specified in the rule is satisfied. Weak role
granting (revocation) amounts to recording (deleting) an entry
in the user-to-weak role relationship table of the authorization
base. Thus, the rule engine maintains the authorization base
information up-to-date regarding dynamic granting/revocation
of weak roles to strong role holders.

D. Context manager

The context manager, on occurrence of an event, determines
the current work context and communicates the collected in-
formation to the rule engine which uses it when triggering the
relevant ECA rule. The context manager is realized by a num-
ber of context agents which use middleware context collection
services to monitor context and interact with the rule engine.

E. Authorization mechanism

The authorization mechanism accesses the permission rela-
tionships of the authorization base to enforce access control on
users holding a role at the time of an attempted web service
invocation or task execution. Thus, on an attempted web ser-
vice invocation or task execution the authorization mechanism
mediates between role holders and web services or tasks to
determine whether the requested action should be permitted or
denied.
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Implementation issues

To illustrate the functionality of the proposed security model,
a prototype SOA-based system was implemented that draws on
the business rules and authorization requirements of the
healthcare process depicted in Figure 1 and on the two legacy
systems mentioned above.

Referring to the healthcare process of Figure 1, two web ser-
vices have been developed: The one is a version of RIS con-
cerned with radiological requests (“RIS_RadRequest” web
service) and the other is a version of EMR concerned with
medical record activities performed by either the physician or
the radiologist (“EMR_RadPortion” web service). Thus, basi-
cally, the tasks depicted in Figure 1 belong to the
“RIS_RadRequest” web service although these tasks include
sub-tasks that are concerned with invoking the
“EMR_RadPortion” web service to access medical record da-
ta.

Let a physician wishing to order a radiological procedure for
one of his/her patients. Then, the following actions are per-
formed with regard to security: On attempting to invoke the
RIS_RadRequest web service, a web service invocation event
occurs which is identified by the event monitor and is recorded
into the authorization base while event occurrence data is
passed to the context manager and to the rule engine. Then, the
context manager evaluates the contextual parameters specified
to determine the current context that constraints authorization
rights (e.g. the patients that are currently attended by the phy-
sician) and passes this information to the rule engine. The rule
engine identifies and triggers the relevant ECA rule to grant
the weak role “attending physician” to the user, by inserting an
appropriate entry into the authorization base, and passes the
weak role to the authorization mechanism. The authorization
mechanism consults the authorization base and grants to the
user the restrained permissions for invoking the web service,
performing the relevant tasks (“IssueRadRequest” and “Re-
ceiveRadReport”) and accessing the relevant patient’s data
only in order to issue a radiological request for one of his/her
patients. Due to lack of space, a detailed description of the
SOA authorization system implementation will be presented
elsewhere.

Conclusion

Healthcare organizations are faced with the challenge to im-
prove healthcare quality and reducing healthcare costs. To
these ends, healthcare organizations often attempt to evolve
their legacy systems by using innovative information tech-
nologies. However, for such a system to reach its full potential
in supporting healthcare activities, authorization mechanisms
must be in place that can conveniently and cost effectively
regulate user access to information while providing confidence
that security policies are faithfully and consistently enforced.

This paper presents an authorization model and system for
enforcing authorization when migrating existing systems into a
SOA. Based on the well known RBAC paradigm, a context-
aware authorization model which is focused to the upper layers
of SOA (i.e. the integration layer and the process layer) has
been introduced and its practicability has been demonstrated
using a prototype system based on a sample healthcare proc-
ess.
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