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Abstract. The Future Internet is about to fundamentally change social
and economic interactions at a global scale. The integrated access to peo-
ple, media, services, and things will enable new styles of interaction at
unprecedented scale, flexibility, and quality. However, this also calls for
a well-defined and sound approach for management and governance that
allows for clear harmonization and translation of issues across domains
and layers. This paper presents a proposal that aims to blend manage-
ment and governance issues at business, software, infrastructure, and
network level, and introduces a multi-level SLA management approach
to bridge these issues across different layers. It also sketches some insights
on management and governance practise and requirements in various in-
dustrial domains.

1 Introduction

The integrated access to people, media, services, and things, provided by the
Future Internet, will enable new styles of societal and economic interactions at
unprecedented scale, flexibility, and quality. The Future Internet, through the
metaphor of Internet of Things, will provide location independent, interoperable,
scalable, secure, and efficient access to a coordinated set of services [3], but such
broad vision demands for a sound and well-defined approach for management
and governance. This approach has to harmonize and bridge the various views
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and layers of the Future Internet following the subsidiary principle: as many
issues as possible should be dealt with locally, while as few issues as possible are
to be managed in a more integrated way.

This multi-layered view requires that supplied services® be managed co-
herently. Service Level Agreements (SLAs) and policies are becoming common
means for doing this. SLAs specify the conditions under which services are pro-
visioned, but current management frameworks typically only focus on single
service interfaces. They neither use SLAs for managing the implementation and
delivery of services, nor they recognize/support the fact that many services may
be composed of lower-level services, involve third-party providers, and rely on
a possibly complex business/IT stack [2]. While SLAs are routed in the respec-
tive customer requirements, policies are provider-specific means to express con-
straints and rules for their internal operations. These rules may be independent
of any particular customer.

The paper presents the proposal of the EC project SLAQSOI to integrate
and blend management and governance at the different levels. The core idea is
to use SLAs as primary means to express management and governance concerns
and to share and translate these concerns across different views, perspectives,
and layers of the Future Internet.

The main innovation of the framework will be the integration of the fol-
lowing features: (1) standardized models for SLA descriptions at the different
layers, (2) an automated e-contracting framework, (3) systematic grounding of
SLAs from the business level down to the infrastructure, (4) methods and tools
for multi-layer SLA management, including planning, optimization, and provi-
sioning, (5) methods and tools for monitoring and accounting services and SLAs
through standardized interfaces, (6) exploitation of virtualization technologies
at infrastructure level for SLA enforcement.

The remainder of this paper is organized as follows. Sections 2-5 introduce
the most important management and governance issues at business, software,
infrastructure, and network level, respectively. Section 6 provides details on how
the multi-level SLA management can contribute to a harmonized and holistic
approach across these layers. Section 7 provides insights on the practise and
requirements of different industrial domains, and Section 8 concludes the paper.

2 Business Level

Nowadays, service providers (like Google, Amazon, and Facebook) must mediate
between the business challenges enabled by network and IT convergence and
users demanding for more and more new value-added services [8].

The ideal solution would be the emergence of a new service marketplace,
formed by the convergence of Internet, media, and telecommunication indus-
tries. This new marketplace should support the exposition of multiple hetero-
geneous services, from different providers and industries, control and guaran-
tee their quality, and maximize customers and revenues. New services could be

3 In this paper, we consider services as means to deliver value to customers.
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added by composing those supplied by different providers, and the marketplace
should also help automatically establish and manage business agreements and re-
lationships among the participants, and expand marketing possibilities beyond
advertisement-based business models (e.g., subscriptions or pay-per-use mod-
els). The end-to-end manageability of the service lifecycle —from creation to
monetization— becomes a key issue, and must work seamlessly also for those
services that span different providers.

The use of SLAs is indispensable for this new marketplace to emerge. An
SLA may specify for instance the levels of availability, serviceability, perfor-
mance, operation, or other attributes (e.g., billing) and even the penalties when
the agreement is violated [10]. At this level, it is worth distinguishing between:
supplier/partner SLAs, which include the conditions under which a third-party
service can be contracted and reused by other service providers, and customer
SLAs, which include the conditions under which the service can be contracted
by a customer.

Service conditions are formalized using SLA templates (e.g., based on WS-
Agreement [4]) and the production of these templates must become an intrinsic
part of service development. SLA templates contain default values specified dur-
ing the service development phase. Once a service provider or customer enters
into negotiations to contract a service, the SLA template is used as a blueprint
for the SLA [9]. If a service depends on other services, supplied by different
providers, customer SLA templates must take into account these dependencies
and ensure the consistency of SLA parameters and values.

3 Software Level

Management and governance at this layer primarily consist of two aspects: a cen-
tralized or federated configuration management database (CMDB), populated
with the live state of the service and software landscapes, and a set of processes
carrying out the activities of the service lifecycle. These processes are executed
in accordance with the information available in the CMDB. Additionally, these
processes produce further information being pushed to the CMDB for satisfying
the requirement of predictive autonomic management.

The CMDB holds information, SLAs, rules, policies, and various models to
capture diverse aspects of the software and service landscapes. More in detail,
it comprises:

— The software landscape, which contains software component models based
on standards like SCA (Service Component Architecture). These artifacts are
extended with non-functional properties of the service/software components.

— The software configuration models, which contain information about the
deployment-time configurations of the various software components.

— The service landscape, which offers a comprehensive information model
containing detailed descriptions of the various elements: services, SLAs as-
sociated with them, their software components, and the required execution
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infrastructure (e.g., middleware, application servers, and databases). This
landscape also considers the relationships between these elements and those
of the business and infrastructure layers.

— The operational rules and policies, which are consulted by the processes
during the execution and operation phase of the service lifecycle. These rules
and policies ensure that the service landscape be in a consistent state and
adheres to set business policies.

The processes are carried out in various phases of the lifecycle in accordance
with the information fetched from the CMDB. These processes can operate only
at this level or work together with the other levels to ensure the fulfillment of
multi-layer SLAs. These processes include:

— Deployment/Provisioning activities to identify the required set of soft-
ware components essential for delivering the services. Moreover, some ca-
pacity planning and sizing procedures help identify the required setting of
logical resources (lower levels) to ensure the service levels as constrained by
the SLAs. These activities rely on the SoA models defined in the software
landscape.

— Configuration activities to focus on the identification and setting of “knobs
and switches” used during the later phases of the lifecycle for SLA manage-
ment. These activities are performed by utilizing the configuration models
from the software landscape and information derived from higher-level SLAs.

— Monitoring activities to help configure knobs and switches. These are the
most critical processes for management and governance. Monitored informa-
tion is stored onto the CMDB for historical purposes and for the sake of
autonomic predictive management.

— Adaptation/Change Management activities to analyze the information
gathered from monitoring and take appropriate actions if the current config-
uration could lead to possible SLA violations. Effective governance requires
proper change management procedures; the service landscape models can
facilitate change impact analysis to understand the implications before per-
forming the actual changes.

4 Infrastructure Level

This level allows the provider to advertise and manage the infrastructure, re-
serve and provision it as per negotiated SLAs, and stage the software images.
Management at this level centers on the infrastructure landscape: what virtual
machines (VMs) are provisioned where, and what commitments and reservations
have been made into the future. Governance is concerned with higher-level busi-
ness rules defined by the infrastructure provider. These policies can span areas
such as security, energy-consumption, data privacy and isolation, business conti-
nuity, and geographical and legal constraints. Both management and governance
are being enabled by a policy-driven architecture to allow the overall system to
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Fig. 1. Infrastructure Management Architecture.

be kept under control despite the potentially diverse needs of the individual
SLAs.

Figure 1 provides a high-level view of this architecture. Infrastructure SLA
provisioning includes the functionality that is required prior to actual resource
allocation. It translates requests from potentially high-level infrastructure re-
quirements originating from the software-level to technical requirements rele-
vant to the infrastructure level. It also maps these to appropriate bundles of
resources, and verifies that the infrastructure is available to accommodate the
actual requests. Policies at this stage could mandate provisioning VMs on phys-
ical machines dedicated only to that customer, or mandate particular failover
resources being reserved in parallel with the main request.

Resource allocation and management performs the actual provision-
ing. Hardware, either physical or virtual, is provisioned by either internal or
external resource providers. This functional component includes an autonomic
management capability to identify if and when re-provisioning should occur to
properly accommodate defined policies, or SLA conditions that are in danger of
being violated. Once the infrastructure is provisioned, appropriate event logging,
correlation, and monitoring is instantiated in the Infrastructure reporting
component to allow all relevant conditions or events to be identified and esca-
lated, either internally for immediate disposition, or externally in case of, for
example, the unavoidable violation of an SLA. Again, policies are used exten-
sively to define what information needs to be escalated internally and to where,
notwithstanding the additional external commitments agreed in the SLAs.
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5 Network Level

Nowadays, the underlying network must allow users to stay connected perma-
nently from different environments (e.g., when at home, or at work) with a wide
range of devices. This scenario must be paired with the growth of the telecommu-
nication sector, with the evolution of both mobile communications (e.g., UMTS
and HSDPA) and fixed broadband access (e.g., ADSL and FTTH). Future net-
work infrastructures will support the convergence and interoperability of both
network technologies. The ultimate goal is to optimize the transmission of voice,
data, and media to and among users, no matter of their locations or devices. In
the more immediate future, this convergence means that a single service can be
executed through and switched between different wired and wireless networks.

Historically, the services provided to users have been tightly coupled with
specific technologies and networks, but this solution is not suitable to cover the
needs of the above scenario. Services and networks must be decoupled, but we
must prepare the network to cover this need. Network and service providers are
studying how to evolve their infrastructures to new architectures like NGN (New
Generation Network). The new concept of network management must move from
vertically integrated services (silos-oriented service management) to horizontally
integrated services, with many common capabilities available at the same time.

Once networks and services are decoupled, we can start organizing a service-
based business environment. This new multi-domain/multi-provider environ-
ment is challenging to network management systems, which now should provide
a complete supervision of the services through different domains and different
networks. In addition, it is mandatory not to forget customers and their percep-
tion of offered services. In this scenario SLAs play a key role. The agreements
between customers and service providers must specify the conditions under which
the service is provided and consumed. These parameters must be built up from
the parameters of the individual networks or domains. The agreement becomes
the basis for monitoring the network through the various layers.

6 Multi-level SLAs for Harmonized Management

Currently the integration of the different management activities described so far
is mostly based on human activities. For instance, experts are usually able to
recognize if a degradation in performance is due to a wrong software configura-
tion or to insufficient hardware resources. In the former case, they can solve the
problem by using their expertise, while in the latter case, they raise the issue
to the infrastructure manager to solve it. If the problem is not solved directly
by the infrastructure manager, the issue is raised to the business level to de-
cide, for example, the activities and systems with higher priority when assigning
resources.

As the complexity of applications grows, this human-based process becomes
more and more challenging. Difficulties increase when applications cross the
boundaries of a single organization, and when independent human-based and
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automated services are integrated over the Internet [1]. Approaches and tools
for automating the integration of management activities become mandatory.

The proposal presented in this paper is based on a conceptual and a software
framework for the harmonized management of all application levels based on
the unifying concept of Service Level Agreement (SLA). Several SLA manage-
ment frameworks have been presented in the past, but they typically focus on
the specification of processes and models, giving no support to automation [6].
Moreover, they focus on the level of single service interfaces and do not recog-
nize/support the fact that many applications are composed of a hierarchy of
services at different levels [2]. Composition of services is one of the basic as-
sumptions of the SoA approach [5], nevertheless current relevant methodologies
only pay attention to the composition of software services without considering
neither their business-level representations nor the infrastructure on which these
services are provisioned.

Our proposal applies the concept of SLA in a uniform way, not only to
software level services, but to all levels of the application stack. Usually SLAs
are the result of a negotiation between a customer and the service provider.
The proposal regards each application level as a service provider for the higher
levels and as service consumer for the lower ones. Each provider tries to fulfill its
policy rules to satisfy internal requirements, while negotiating with the potential
consumers to satisfy external requirements.

SLAs and negotiation work for both human and automated services, for
internal and external use, and at all levels to improve the management of IT
applications. The possibility that applications be distributed among specialized
providers —in a more reliable and collaborative way— will encourage the use of
the SoA model at global level, allowing for a more efficient use of all kinds of
available resources.

Figure 2 gives a simplified overview of the SLA management process. As to-
day’s business systems typically consist of complex layered systems, user-level
SLAs cannot be directly mapped onto the physical infrastructure. Services might
be composed of other more fundamental services that could be even provided
by external parties. Consequently, a stepwise mapping of higher-level SLA re-
quirements onto the lower levels, and the aggregation of lower-level capabilities
into higher-level aggregations, is crucial for grounding user-level SLAs onto the
infrastructure. This vertical information flow must carefully reflect service inter-
dependencies as well as the originating business context. In addition to SLAs,
the vertical information flow also covers monitoring, tracking, and accounting
data and must support brokering and negotiation processes at each layer. As
shown in the figure, the overall SLA management process may include different
stakeholders, namely customers, service, and infrastructure providers, and also
various business steps such as business assessment, contracting, and sale. The
overview is intentionally simplified in the sense that no service chains are vi-
sualized. Such chains would represent the cases where service providers rely on
additional external providers.
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Fig. 2. Envisaged interactions of SLA stakeholders.

A service provider offers services with differentiated, dependable, and ad-
justable SLAs and can negotiate concrete SLAs with (individual or groups of)
customers in an automated fashion. This business goal imposes requirements
on software providers (to provide components with predictable non-functional
behaviour), on infrastructure providers (to support SLA-aware management of
resources), and also on the service provider (to translate and manage SLAs from
business level along the IT stack down to the network). Of course, complete
business value chains can be easily composed on top of this setup.

7 Industrial Practise and Requirements

This section briefly presents the industrial practice in the financial, e-Government,
and ERP domains, which are used as case studies in the project.

A financial service provider must comply with management restrictions. The
general financial service regulator typically stipulates conditions in which sharing
of data may take place on an individual server or server site. For example, trading
and customer accounts data cannot be held or processed on the same server.
The regulator may specify that certain portfolio data may only be held and/or
processed within county boundaries, geographic regions or ranges, or in fact any
combination of these. For example, US government pension data may only be
held within the US and within 50 miles of New York.

Individual financial service customers may have their own management re-
strictions as far as precise security infrastructures are concerned depending on
the nature of their business and the service they are availing of. For example, a
back test prediction service may not require security encryption on data trans-
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mission of historical data, but may require full authentication/authorization ac-
cess controls to profit prediction services and security encryption of transmitted
results. Financial customers may also require that their data are held and pro-
cessed on an exclusive server or even site to ensure that data sharing does not
happen with other customers.

The design and management of e-Government services for citizens, such as
the provision of medical and social assistance to elderly or disabled people, is
a complex process that involves several actors with different roles and expec-
tations. The citizen, who is the service beneficiary, expects efficient health and
social services for addressing his/her own specific need. The governance, which
is the service customer, has the necessity of monitoring and analysing the costs
and quality of the health and social system as a whole. The different organiza-
tions that contribute as services providers (e.g., hospitals, nursing homes, private
companies and charities) have their specific business goals to fulfill and need to
negotiate with the governance the quantity and quality levels of provided services
(e.g., number of medical treatments offered per day by an hospital).

The fundamental role of SLAs in e-Government service provisioning has
been already recognized in the context of the so called G2G (government-to-
government) services. Their adoption is, in contrast, still very limited in scenar-
ios such as the medical and social care, which also require G2B (government-to-
business) and G2C (government-to-citizen) service provisioning. The particular
challenge in this context is that SLAs are not only based on market rules, but
they are most often driven by “social” agreements between public bodies and
citizens. As a consequence, the SLA negotiation (both between public bodies
and citizens and between public bodies and private service providers) is differ-
ent than in market-oriented domains. Another challenge of this domain is that it
requires an integration of human-based services (e.g., home care, medical assis-
tance at home, and transport services) with IT services; the underlying service
oriented infrastructure is hence not only a technological infrastructure, but also
a social and organizational one.

ERP services typically constitute the core of the IT architecture. They tend
to be long-lasting and typically require lengthy implementation phases. However,
also ERP services are more-and-more offered in an on-demand fashion, both to
allow customers to have a dynamic consumption with low capital expenses but
also to support the flexible construction of more complex business value chains.

Management and governance in these environments lead to significant chal-
lenges in terms of interoperability of solutions, but also in a proper negotiation
and resolution of possibly conflicting policies. Furthermore, policies often do not
just apply to a single service but to a complete system of services that somehow
constitute a separate business context. Current practise in this area is still rather
primitive. SLAs are partially formally expressed at the business level, however
never translated or correlated with other SLAs on service/system layers. Policy
support is mainly realized for local perspectives (e.g., for the application admin-
istrator of a set of software services) with poor interlinkage to other roles, views
or organizations.
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8 Conclusions and Future Work

This paper discusses the proposal of the EC project SLAQSOLI [7] to integrate
and blend management and governance at the different levels of the IT stack.
The core idea of this paper is to use SLAs as primary means for expressing
management and governance concerns and to share and translate these concerns
across the different views, perspectives and layers of the Future Internet. The
main goal of the project is to provide an SLA management framework that
allows for consistent specification and management of SLAs in a multi level
environment. The framework is designed for integration into different service-
oriented infrastructures and will be evaluated within various complementary
industrial case studies.
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