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Coupling Continuous and Discrete Event System
Techniques for Hybrid System Diagnosability Analysis

Mehdi Bayoudh! and Louise Travé-Massuyes' and Xavier Olive?

Abstract.  In this paper we propose a hybrid system modeling
framework aimed at analyzing diagnosability. In this framework, the
hybrid system is seen as the composition of an underlying discrete
event and an underlying continuous systems. Diagnosability of these
two underlying systems are fully analyzed and new results are pro-
vided for the underlying continuous system (called the multimode
system). Based on these results, a hybrid language that contains ’nat-
ural’ discrete events and discrete events capturing the continuous dy-
namics, is defined. On the basis of this language the diagnosability
definition of hybrid systems is provided. With respect to this defini-
tion, we prove that the diagnosability of the underlying continuous
or the discrete event system is only a sufficient condition. Diagnos-
ability of hybrid systems must be decided by coupling both discrete
event and continuous informations. Finally, the necessary and suffi-
cient condition of hybrid diagnosability is given.

1 INTRODUCTION

Diagnosability is the property that guarantees that the system state
can be precisely diagnosed after the occurrence of a fault. In a auton-
omy context, particularly, for autonomous satellites, diagnosability
property is required and allows one to perform reconfiguration ac-
tions. Diagnosability definition depends mainly on the system mod-
eling, the diagnosis approach and the observation system. Diagnos-
ability was properly defined for Discrete Event Systems (DES) [8]
and for Continuous Systems (CS) [9]. But there are few equivalent
results for hybrid systems. In [2] diagnosability is studied for Real
Time Hybrid Systems (RTHS), the classical DES necessary and suf-
ficient condition of diagnosability from [8] is lightly modified and
expressed in terms of reachability. In [4] hybrid diagnosability is
studied based on the Hybrid Input/Ouput Automata (HIOA) formal-
ism, the DES necessary and sufficient condition of diagnosability is
generalized but requires more restrictive hypotheses.

In this paper, we propose an approach to analyze the diagnosability
of hybrid systems based on a hybrid model. The behavior of the hy-
brid system is seen as the composition of an underlying DES and an
underlying CS. The new concept of mode signature is proposed to
characterize the diagnosability of the underling CS called the multi-
mode system. This concept is used to define a language for the hybrid
system. Then, DES diagnosability analysis is extended to hybrid sys-
tems based on this language. The diagnosability of hybrid systems is
then defined. Based on this definition we show that the diagnosability
of the underlying DES or CS is only a sufficient condition. Diagnos-
ability of hybrid systems must be decided by coupling both discrete

event and continuous informations. Finally, the necessary and suffi-
cient condition of hybrid diagnosability is given.

2 Hybrid System Modeling

As mentioned in [5], a hybrid system may be described by a hybrid
automaton defined as a tuple S = (¢, Q, %, T, C, (qo, o)), where:

e ( is the set of continuous variables, which includes observable
and non observable variables. The set of observable variables is
denoted by Cons °.

e Qs the set of discrete system states. Each state ¢; € () represents
a functional mode of the system. It includes nominal and antici-
pated fault modes.

e > is the set of events. Events correspond to discrete control inputs,
spontaneous mode changes and fault events.

3o C ¥ is the set of observable events. Without loss of general-
ity, we assume that fault events are unobservable (otherwise, these
faults are obviously diagnosable ).

e T is the transition function, 7 : @ X ¥ — Q.

e (' is the set of system constraints linking continuous variables. It
represents the set of differential and algebraic equations modeling
the continuous behavior of the system.

e (Co,q0) € ¢ X Q, is the initial condition of the hybrid system.

The discrete part of the hybrid automaton, given by M =
(Q,%,T,qo), is a discrete automaton that describes the discrete dy-
namics of the system, i.e. the possible evolutions between functional
modes of . Modes include nominal and fault modes. An unknown
mode can be added to model all non anticipated faulty situations.
The continuous behavior of the hybrid system is modeled by an un-
derlying continuous system Z = ({,Q,C, (o) that describes the
whole continuous behavior of the system. Notice that transitions be-
tween modes are implicit and consequently not constrained in any
way. We hence call this system a multimode system.

The underlying continuous behavior in each mode g; is modeled by
a set of constraints C;. A set of constraints linking only observable
continuous variables is computed from C;. This set is denoted Cops, -
Each constraint of C,ps,; can be evaluated from observable variables.
It must be satisfied when the system evolves in mode g;.

The hybrid behavior is the result of the contribution of the underlying
CS and DES. The diagnosability of the hybrid system is analyzed by
considering diagnosability properties of its two underlying systems.

1 LAAS-CNRS, Université de Toulouse, France, email: bayoudh,
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3 We assume that the set of system observable variables is the same in all sys-
tem modes. This assumption is generally verified when the set of system’s
sensors is permanent, and do not depend on the system mode.
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3 Diagnosability of the underlying CS

Diagnosing the multimode system consists in determining the current
mode of the system. The diagnosability property of the multimode
system guarantees that the mode of the system can be determined
without ambiguity using continuous observations. In this section, we
present the theory to analyze the diagnosability of the underlying
continuous system. We introduce the new concepts of mirror and
mode signatures. This study is used later to establish the definition
and criteria for the whole hybrid system diagnosability.

To check the consistency of the system model with respect to ob-
servations, a set of consistency indicators is linked with every op-
erating mode of the system. To each constraint Cfbsi from Cops; a
consistency indicator called residual is associated and denoted 7.
The residual is a Boolean indicator. It is zero when the constraint
C(’fbsi is satisfied, otherwise it is equal to 1.

3.1 Mirror and Reflexive signatures

The gx-mirror signature of mode g; is the vector of residuals of mode
qr. evaluated when the system is in mode g;. We use the term mirror
because it represents the signature of g; seen in mode gj,.

Definition 1 Mirror Signature

Given the tuple S7* = [rk1,Tk2, ..., TkNr(qk)] of system residuals in

mode qy, the qi-mirror signature of mode q; is given by the vector
T _ [qdk T

oy |7 = 8 (Cons, I where Cos,,

denotes the value of observable variables in mode g;.

Sj/k = [Slj/k,...,SN

The reflexive signature is a particular case of the mirror signature
Sk, with j = k.

Definition 2 Reflexive Signature

The reflexive signature of mode q;, S;;; = [ng(gossqj)}T =
[0,0,..., O]T, is the vector of residuals of mode qj, computed with
observations when the system is in mode q;.

3.2 The Mode signature

The new concept of mode signature that characterizes a mode is now
introduced.

Definition 3 Mode Signature

The signature of a mode q; is the vector obtained by the
concatenation of all the mirror signatures of qi, Sig(q:;) =
[SiT/l7 SiT/Q, ey SiT/i, e SiT/m]T, where m is the number of system

modes *.

3.3 From mode signatures to multimode system
diagnosability characterization

The concept of mode signature leads us to the characterization of
multimode systems diagnosability. Let us notice that in our approach,
the faulty behaviors (but the unknown mode) are modeled by fault
modes. A given fault corresponds to a set of fault modes in which this
fault is present. In this paper, we analyze diagnosability at the level
of fault modes, which is somehow more precise than at fault level.
Indeed, whereas the signature of a mode is reduced to one single
tuple, the signature of a fault is in general a set of tuples.

4 In our approach, nominal and fault modes have the same status and the
signature of a given mode anticipates how it should be seen in terms of the
indicator tuples of the different modes of the system (including itself).

By analogy with fault diagnosability of continuous systems, concepts
of mode and fault diagnosability of multimode systems are defined
as follows:

Definition 4 Two modes q; and q; (i # j) are diagnosable if
Sig(qi) # Sig(gs)-

The multimode system = is diagnosable if and only if all pairs of
modes q; and q;j, i # j, are diagnosable.

Definition 5 The signature of the fault f; is defined as the set of the
signatures of all possible destination modes after the occurrence of
the fault event f;.

Sig(fi) = {Sig(T(qx, fi)),1 < k <m}

Definition 6 Two faults f; and f;,i
Sig(fi) N Sig(f;) = 0.

# j are diagnosable if

In our theory, diagnosability of two modes ¢; and g; is interpreted
along two complementary ways through introduced definitions of
mutual and 3-rd diagnosability:

e Definition 7 Mutual Diagnosability Two modes q; and q;, i # j,
are not mutually diagnosable if:

Si/i = Si/j = [07 07 ceny 0]71:[7.(‘11_) and Sj/j = Sj/i =
[0,0,..., o]ﬁr(qﬁ.

The mutual diagnosability is equivalent to Mode Discernability
defined in [3].

o Definition 8 3rd-Diagnosability Two modes q; and q; are qi.-3rd-
diagnosable if they have different signatures with respect to the qj,
mode , i.e. they have different qi.-mirror signatures, k # 1, j.
Formally, q; and q;, i # j, are qi-3rd-mirror diagnosable if and
only if Sisx # Si/k-

Two modes q; and qj, © # j, are 3rd-diagnosable if and only if
3k # i, j suchas S; /i # Sk

The multimode system is 3rd-diagnosable if and only if for all
pairs of modes q; and q;, © # j, there exist k; ; # 1,j such as
Si/ki,j # Sj/kz‘,j'

Then, we have the following result:

Theorem 1 Two modes q; and q;, i # j are diagnosable if and only
if they are mutually diagnosable or 3rd-diagnosable.

Proof 1 Consider two modes q; and q;, i # j.
Let Sig(qi) = [SiT/l, SiT/Z7 e SZ-T/Z-, RN
and Sig(q;) = [S])1,5]as 28] 10 ST ym] "
q; and q; are diagnosable if and only if Sig(q;) # Sig(q;)

< 3k € [1, m] such as Sij}k # SyT/k

< q; and qj are 3rd (if k # i, 7) or mutually (if k = i or k = j) di-
agnosable. a

Consequently, the multimode system is diagnosable if and only if for
every pair of modes (g, g;), @ # j mutual or/and 3rd-diagnosability
holds.

4 Diagnosability of the underlying DES
4.1 DES Diagnosability Reminder

A DES is modeled by a finite state machine M = (Q,%, T, qo),
where Q is the set of discrete states, > is the set of events, T :
@ X ¥ — @ the transition function and g the initial state, as already
defined in section 2. The event set X is partitioned as ¥ = ¥,,, U3,
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where Y, (X,) is the unobservable (observable) event set. We con-
sider ¥ C X, as the set of fault events to be diagnosed. In [8]
the diagnosis of the DES consists in the deduction of unobservable
fault events from the observable traces generated by the system. The
event-based point of view introduces temporal aspects in the obser-
vations and the diagnosability definition takes the following form:

Definition 9 A fault f is diagnosable if its occurrence is always fol-
lowed by a finite observable sequence of events that allows us to
diagnose f with certainty [6]. The system is said to be diagnosable
if and only if all the anticipated faults are diagnosable.

We then have the following result from [8]:

Proposition 1 The DES is diagnosable if and only if Vf € ¥, 3
n € N such as:

V sequence of events (or trajectory) srt, such that sp ends with the
occurrence of f, and t it is a continuation of sr, |t|| >n = (Vv
trajectory s: Ps_(s) = Pg,(spt) = f occurs in s), where Ps, is
the projection operator on the set of observable events.

4.2 The diagnoser approach

We assume that M has no unobservable cycles (i.e cycles contain-
ing unobservable events only). The set of fault events ¥ is par-
titioned into disjoint sets corresponding to different fault types F;,
Y= EFl U EFQ U...u EF,L and ZFi n ZFJ- = @, fO’I'i 7& 7. The
aim of the diagnosis is to make inferences about past occurrences of
fault types on the basis of the observed events. In order to solve this
problem the system model is converted into a diagnoser.

The diagnoser Diag(M) = (QDiag; XDiag, I Diag, o Diag) 1S @
deterministic finite state machine built from the system model M
(For more details see [8]). It can be used for on-line diagnosis and/or
diagnosability analysis. Here, the diagnoser is used to perform the
diagnosability analysis.

Definition 10 Given a diagnoser state piag € QDiag, this state
is Fi-uncertain if F; does not belong to all the labels of the state
whereas F; belongs to at least one label of the state.

Theorem 2 The system M is not diagnosable® [8] if and only if the
associated diagnoser Diag(M) :

e contains an uncertain cycle, i.e. a cycle in which there is at least
one Fi-uncertain diagnoser state for some F;.

o the states of the original system involved in the different diagnoser
cycling states also define a cycle in the original system M.

5 Diagnosability of Hybrid Systems

Diagnosing a hybrid system consists on tracking the system mode by
using both continuous and discrete observable behaviors. The hybrid
system is diagnosable if and only if the occurrence of any unobserv-
able fault event is detected with a finite number of discrete event and
continuous observations. The behavior of the hybrid system is the
result of continuous and discrete behaviors. Hence, the hybrid diag-
nosability analysis must call upon both discrete event and continuous
informations. A common framework is required in order to combine
these informations. In the next subsection we aim at combining con-
tinuous and discrete knowledge in a unified model by abstracting the
change of continuous dynamics in terms of discrete events.

5 Under the liveness hypothesis of the discrete automaton.

5.1 Abstraction of the continuous dynamics in
terms of discrete events

We assume that the dynamics of the discrete control inputs are
slower than the dynamics of residual generators (mode signatures
establish between two consecutive discrete events).

We define a function fcs_prs, that for each mode transition of the
underlying DES, associates an event issued from the continuous
domain, which represents the change of the mode signature.

This function aims to define 3% , as the set of discrete events issued
from the abstraction of continuous dynamics of the multimode
system.

fes.pps 1 Q x T(Q, %) — £5%
Roi; € 33" if Sig(qi) # Sig(g;)

(¢i,q5) — Sig e ,

Ruoi; € 3,7 if Sig(qi) = Sig(q;)

e 29 is a set of observable events, generated when the mode sig-
nature of the source mode is different from the mode signature of
the destination mode.

e 519 ig a set of unobservable events generated when the mode
signature of the source mode is equal to the mode signature of the

destination mode.
o 299 js defined as ¥5%9 U 259,

5.2 Hybrid Language and Hybrid Trajectories

The abstraction of the continuous dynamics changes in terms of dis-
crete events allows us to define the language of the hybrid system,
which describes the evolution of the system behavior. We denote by
Shybrid = X U %5 the alphabet that contains “natural” discrete
events and events modeling mode switches. We model the behavior
of the hybrid system as a prefix closed language L(S) C X pia
over the event alphabet YXpybria, Where 37, 4,4 denotes the set of
all finite strings of elements of the set 34,4 including the empty
string (X}, priq is called the Kleene Closure of Xpypria [7]). A tra-
jectory of the hybrid system is represented by a string of events of
the hybrid alphabet X, brid.

5.3 Behavior Automaton

The hybrid language L(S) can be generated by its finite state gen-
erator representation [7]. In this paper, this automaton is called the
behavior automaton and mixes both “natural” discrete events and
signature switches.

5.3.1 Properties of the hybrid language

The hybrid language L(S) C X}, mixes “natural” discrete
events from X and events issued from the abstraction of the contin-
uous dynamics ¥°%9. Hence, some specific properties can be stated
(see Figure 1).

Property 1 Vw € L(S),w = ¢ .R.w', where ¢ € ¥, R ¢
»91 w' € L(S).

qi e'R’W'

W=e'R'W"'

Figure 1. Property of the hybrid language
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5.3.2 Hybrid diagnosability

The diagnosability of a hybrid system is defined as follows:

Definition 11 A fault event f is diagnosable if its occurrence can
always be detected after a finite set of continuous and discrete obser-
vations i.e. after a finite sequence of observable events and a finite
set of continuous variable observations. The system is said to be di-
agnosable if and only if all the anticipated faults are diagnosable.

This definition provides the following result in the hybrid language
framework :

Proposition 2 The hybrid system is diagnosable if Vf;, In; € N
such as: Vsp,t € L(S), such that s, ends with the occurrence of f;,
and t € L(S) is a continuation of sg;, ||t|| > ni: = (Vw € L(S) :
PEhybrido (w) = chybrido (sk;t) = fi € w), where PEhybrido is
the projection operator on the set of observable events of X1 ybrid i.e.
Shybrid, = So U X5,

5.4 DES Sufficient Criterion

Theorem 3 The hybrid system S = ((,Q,%, T, C, (Co,qo)) is di-
agnosable if its underlying discrete event system M = (Q, %, T, qo)
is diagnosable.

Proof 2 Given a Hybrid System S = (¢,Q,X%, T, C, (o, qo0)), such
that the underlying discrete event system M = (Q,%,T,qo) is
diagnosable. Given a fault f € X, given spt € L(S) such that
sr € L(S) ends with the occurrence of f, and t € X}, 4.4 is a
continuation of sg (see Figure 2).

We denote sz = Ps(sr) and t' = Ps(t) , where Ps is the
projection on the set of discrete events X..

We have s> € L(M) ends with f € Yyo C X, andt' € X" isa
continuation of s'p.

Since, M = (Q,%,T,qo) is diagnosable then there exists an
integer n' such that: ||t']] > n' = Yo' € L(M),(Ps,(w') =
Py, (st') = f € w') (proposition 1).

We consider the integer n. = 2n’ + 1, then from property I we have

e —»Ri—» ... e, R f‘ﬁ» Ry —> €0
T S, Tt
B St
S/ ¢

Figure 2. Composition of a hybrid fault trajectory and its projection into
the discrete event set 3

1] > = 1)) >
Yw € L(S) such that Ps, ., (w)
consider w' = Ps(w)

Psypria, (w) = Psy i, (srt) = Ps,(w') = Ps,(spt")

= few thus f e w

and consequently the hybrid system S is diagnosable w.r.t. proposi-
tion 2. |

PEh,ybm'do (SFt)’ we

The above result provides a sufficient condition for hybrid diagnos-
ability that is solely based on the underlying DES. In practice, the
underlying DES is rarely diagnosable because it does not include ex-
plicit information about the events that occur after the occurrence of
a fault. Diagnosability can only be decided on the basis of the obser-
vation of discrete control inputs and discrete sensor outputs.

5.5 CS Sufficient criterion

Theorem 4 The hybrid system S = (¢,Q,%, T, C, (o, qo0)) is di-
agnosable if the underlying continuous system £ = (¢, Q, C, (o) is
diagnosable.

Proof 3 Consider a Hybrid System S = ((,Q,%,T,C, (Co,q0)),
such that the underlying multimode system =2 = (¢, Q, C, (o) is diag-
nosable and a fault f € Y, given spt € L(S) suchthat sp € L(S)
ends with the occurrence of f. Let q.(qy) be the mode of the system
before (after) the occurrence of the fault event f (see Figure 3).
Since the underlying multimode system is diagnosable then Yq; #
q;,Sig(q:) # Sig(q;), therefore £59 = () and in addition, all the
observable events Roi_,» are different.

Let t € X},pq be a continuation of sp such that ||t]] > 1.
Yw € L(S) such that Ps, , .., (w) = Ps, ... (srt) =
Ps,oria, (8F)Ro,,w' (where w' € X} y,.q.) (this is guaran-
teed by the property 1). The observation of the event R,,, means

— %R —» ....—> e R
&1 ! n nT T O el

Figure 3. Composition of a hybrid fault trajectory

that the system has transited from the current mode q. to the fault
mode qy, thus f € w. Hence, the hybrid system S is diagnosable.
O

Corollary 1 Two modes q; and qj, © # j of the hybrid system S
are diagnosable if Sig(q:) # Sig(q;). If all pairs of modes (¢;, q;),
i # j of the hybrid system are diagnosable then the hybrid system is
diagnosable.

This is again only a sufficient condition in terms of the underlying
multimode system. As a matter of fact, the next section shows that
continuous and discrete information are required to achieve a neces-
sary and sufficient condition.

5.6 Necessary and sufficient condition

We build the hybrid system diagnoser, by considering the behavior
automaton defined in 5.3. The diagnosability property of the hybrid
system is analyzed on this diagnoser by extending the DES diagnos-
ability theorem [8] (theorem 2) to hybrid systems.

Proposition 3 The hybrid system S = (¢,Q,%,T,C, (o, q0)) is
not diagnosable if and only if:

e the associated diagnoser computed from the corresponding be-
havior automaton contains an uncertain cycle, i.e. a cycle in which
there is at least one F;-uncertain diagnoser state for some F;.

e the states of the behavior automaton involved in the different diag-
noser cycling states also define a cycle in the behavior automaton.

6 Illustrative example

Consider the circuit modeled by a hybrid automaton represented in
Figure 4. The nominal modes are ¢ and ¢’ that represent the configu-
rations sw = on and sw = of f respectively. For sake of simplicity,
only single faults are modeled. Events fi; and f> model the occur-
rence of faults: ”R; broken” (R; opened circuit) and ” R broken”
(R2 opened circuit) respectively. The fault events fi (f2) can occur
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in configuration sw = on or sw = of f and lead to fault modes ¢ f1
(qf2) or ¢’ f1 (¢ f2) respectively.

The control events on and of f and the observation events o;and o2
(the lamp lights/doesn’t light) are observable. Fault events f; and f>
are not observable. Voltages V' and E and the current [ are the con-
tinuous observable variables. The consistency indicators are derived

Figure 4. The Hybrid System

from the underlying continuous behavior in every mode. A consis-
tency indicator 7, is associated with a constraint C%, _.

{g,af1}:Cops - E—V — Rol = 0(r1)

{¢'}C2%y : E—V — RoI =0(r32), C3s : V — RiI =0(r3)
{d'f1}:Cops : T =0(ra), Cops : E—=V =0(rs)

{af2,q f2}:Cops : V =0(rg), Cops : T =0(r7)

The underlying DES automaton is shown in Figure 4. Diagnosability

Sig(a) = Sig(af1) =[0,0,1,1,1,1, 17 Sig(q’) =[0,0,0,1,1,1,1]7

Sig(afa) = Sig(a’f2) = [1,1,1,0,1,0,0/7 | Sig(a’f1) =11,1,1,0,0,1,07

Table 1. Mode Signatures of the underlying continuous system =6

analysis is performed below and summarized in table 2.

Consider the multimode system and the table of mode signatures °
given in table 1. Constraints in modes ¢ and gf1 (qf2 and ¢’ f2)
are the same. Hence, mode signatures of ¢ and qf1 (¢f2 and ¢’ f2)
are identical and consequently the two modes ¢ and qf1 (qf2 and
q' f2) are not diagnosable. The other pairs of modes are diagnosable.
Hence, the underlying multimode system is not diagnosable.
Consider the underlying DES. Notice that when the observable event
o1 occurs infinitely, the occurrence of the fault event f; cannot be
decided (the system may be in mode ¢ or in mode ¢f1). The same
happens for ¢’, ¢’ f1 and ¢’ f with respect to 02. Then the underlying
DES is not diagnosable (this can be shown by building the diagnoser
of the underlying DES).

CS view DES view Hybrid System view
{a.af1} {a:af1} {a:af1}
tafa,d'f2} | {a’.d'f1.d"f2}

Table 2. Non diagnosable mode sets in the CS, DES and Hybrid views

As a result, the diagnosability of the hybrid system cannot be de-
cided using the CS (DES) sufficient conditions for diagnosability.
The necessary and sufficient criterion of hybrid diagnosability is re-
quired. For this, the diagnoser of the hybrid system is built from the
behavior automaton (but not provided due to the space limitation). It

6 For sake of concision, identical residuals are represented by one single entry
in the mode signatures.

Figure 5. The behavior automaton

shows that the only modes that are non diagnosable are ¢ and ¢ f1,
manifested by an uncertain cycle (01) containing the uncertain diag-

noser state {(q, {}), (¢f1, {f1, Ruoa}}.

7 Conclusion

In this paper a theoretical framework is proposed to analyze the di-
agnosability of multimode and hybrid systems. It leads to the intro-
duction of the new concepts of mirror, reflexive and mode signa-
tures. Based on these concepts, a characterization of diagnosability
for multimode systems is achieved. Then, hybrid diagnosability is de-
fined and associated conditions are provided. The difference between
diagnosability of multimode systems and hybrid systems is clarified.
By abstracting the continuous dynamics in terms of discrete events,
a general framework for analyzing hybrid systems diagnosability is
proposed, that builds upon existing work on DES and CS diagnos-
ability. The system being decomposed into CS and DES underlying
systems, we offer the possibility to use DES and CS techniques for
hybrid diagnosability analysis and for on-line hybrid state tracking
[1]. Future works will be based on these results and consider active
diagnosis and reconfiguration [10] guided by diagnosability proper-
ties of the hybrid system.
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